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In FY 2010, FPIB was authorized nine full-time equivalents
(FTEs), but only six are on board.* Figure 6 shows how the
staffing level has declined over the past 3 years. This is an
additional indication of FEMA’s need to improve its commitment
to fraud prevention and awareness efforts.

Figure 6. Fraud Prevention and Investigation Branch FTEs
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With greater resources, FPIB will be able to review more of the
hundreds of thousands of applications for assistance that FEMA
services annually in its Individual Assistance, Public Assistance,
and Mitigation programs, including the National Flood Insurance
Program.

* The current FPIB employees are FTE Cadre of On-Call Reserve Employees (CORE). CORE positions
are temporary, excepted service appointments with specific “Not to Exceed” dates. The appointments are
2- and 4-year terms and are typically renewed if there is ongoing disaster work and funding is available.

Assessment of FEMA'’s Fraud Prevention Efforts

Page 7



As important as the need for additional resources is the need to
establish FPIB as a FEMA-wide organization with authority to
require changes in program processes and procedures across
FEMA. Instruction Number 1251 established FPIB to focus its
attention on activities in Florida. FPIB review activities are
limited to—

e Complaints and reports of reviews referred to FLTRO
from the OIG;

e Complaints of fraud, waste, and abuse sent directly to
FLTRO; and

e Fraud, waste, and abuse uncovered by FPIB and FLTRO
employees during FLTRO operations.

A FEMA management directive should be issued establishing FPIB
as a FEMA-wide entity with authority to review all FEMA-funded
programs nationwide and recommend improvements to internal
controls to deter and prevent fraud, waste, and abuse. FPIB’s
scarce resources also limit its ability to obtain and use the latest

fraud prevention tools and sources to identify and report potential
fraud.

The Recovery Accountability and Transparency Board

The Recovery Accountability and Transparency Board (RAT
Board) was established in 2009 to ensure transparency in the
expenditure of American Recovery and Reinvestment Act of 2009
(Recovery Act)’ funds. To minimize fraud, waste, and abuse in
Recovery Act activities, the board established the Recovery
Operations Center, which uses numerous data sources and cutting-
edge technology to ensure proper accountability and transparency
in the expenditure of government funds. Contracts with third
parties provide the center with access to millions of public records
that are updated daily, as well as law enforcement databases.

In June 2010, Vice President Biden announced the RAT Board’s
expansion of a cutting-edge fraud-mapping tool that gathers large
quantities of information in real time, analyzes the data, and helps
“connect the dots” to identify indicators of possible fraud or error.
FPIB should adopt the precedent-setting measures used by the
RAT Board, such as the fraud-mapping tool, to foster
accountability and transparency of FEMA programs and improve
internal controls.

SPL.111-5.
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In November 2010, FEMA’s Disaster Operations & IT Section
posted a Request for Information as part of market research for a
“systematic solution to strengthen controls for prevention of
improper payments as a result of fraud, waste, and abuse in
government financial and other forms of assistance programs.”
We hope that FEMA is able to acquire this type of advanced
technological tool to assist the assistance programs and FPIB.

Conclusion

The Fraud Prevention and Investigation Branch has identified and
reported to OIG potential fraud in FEMA’s Individual Assistance,
Public Assistance, and Mitigation programs. However, its
activities have been hampered by insufficient resources, limited
authority over FEMA program offices and staff, and the
unavailability of the latest technology to detect and deter fraud.

Recommendations

We recommend that the Administrator, Federal Emergency
Management Agency:

Recommendation #1: Reallocate resources to increase the staff
and budget of the Fraud Prevention and Investigation Branch.

Recommendation #2: Issue a Federal Emergency Management
Agency Directive that establishes the Fraud Prevention and
Investigation Branch as the agency-wide office with the authority
to: (1) review all claims of potential fraud, waste, and abuse for
fact-finding and referral to appropriate entities for action;

(2) proactively review disaster assistance payments; and

(3) recommend improvements to internal controls.

Recommendation #3: Adopt cutting-edge technology similar to
that used by the Recovery Accountability and Transparency
Board.

Management Comments and OIG Analysis

FEMA provided written comments. Below is a summary of the
agency’s responses to our recommendations and our analysis of
those responses. After a review of FEMA’s response, we agreed
to withdraw what was labeled Recommendation #7 in our draft

Assessment of FEMA'’s Fraud Prevention Efforts

Page 9



report, which dealt with FEMA’s information technology
systems. We note in the conclusion of our recently released
report, Federal Emergency Management Agency Faces
Challenges in Modernizing Information Technology (O1G-11-69),
that the agency’s existing information technology (IT) systems do
not support disaster assistance response activities effectively. A
copy of the agency’s response to the draft recommendations is
included in Appendix B.

FEMA concurs with Recommendation #1 and states that, as a
result of a review of FPIB staffing levels, it plans to increase the
CORE staffing levels by 50% in FY 2011 and another 50% in FY
2012. We consider this recommendation resolved and open. At
the close of FYs 2011 and 2012, we will verify the FPIB staffing
levels.

FEMA concurs with Recommendation #2, but we are concerned
with the specifics of its concurrence. FEMA states that the Office
of the Chief Security Office will draft an agency-wide directive
on FPIB and its responsibilities. However, we would like
assurance that this directive will be signed by the Administrator
and provide FPIB with the authority to: (1) review all claims of
potential fraud, waste, and abuse; and (2) require changes in
program processes and procedures across FEMA. The directive
should reference the FPIB/INV collaboration, which can then be
formalized in a cooperative agreement between the parties. We
consider this recommendation unresolved and open until the
necessary directive is issued.

We also take this opportunity to respond to a portion of the second
paragraph of FEMA’s comment letter (Appendix B). FEMA
implies that the objectivity of this report is in question because
FPIB has a “close, direct working relationship” with OIG. The
opinions, conclusions, judgments, and recommendations in this
report are impartial and solely based on the information gathered
during this review. The audit organization and individual auditors
were independent. They exercised professional judgment in the
performance of their work and preparation of this report, as
required by government auditing standards.

FEMA concurs with Recommendation #3, but says that it needs to
do a more detailed review of the RAT Board technology before a
final position on the recommendation can be reached. FEMA
states that it has already deployed a new IT system for FPIB that
is designed to, among other things: (1) integrate with the agency
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IT systems, and using internal and external data, conduct data
mining; (2) provide a risk-mapping tool to identify risk; and (3)
serve as a case management system for collecting and tracking
investigative activities and analysis involving disaster fraud.

We are not recommending that FEMA adopt the exact technology
used by the RAT Board, but rather that FEMA adopt technology
that uses the latest tools for detecting and deterring fraud. We are
unclear as to what new IT system FEMA refers. FEMA has a
pilot program using VANTOS, which was described to us as a
case management system. Although VANTOS has some data-
gathering capability, it appears to emphasize record-keeping and
reporting.

Additionally, FEMA issued a Request for Information in late 2010
as part of market research for a systematic solution to strengthen
internal controls for prevention of improper payments as a result of
fraud, waste, and abuse. This market research appears to be the
first step in acquiring technology capable of conducting data
mining, risk mapping, and other fraud prevention activities. We
consider this recommendation unresolved and open.

Fraud Prevention Awareness

FEMA'’s disaster assistance programs are susceptible to fraud, waste, and
abuse. The agency culture promotes prompt assistance to disaster
survivors, without an equal emphasis on financial responsibility. To
emphasize the importance of fraud prevention in FEMA’s mission, the
Fraud Branch should report directly to the Office of the Administrator,
and all employees should receive annual fraud prevention training.

FEMA'’s Programs Susceptible to Fraud, Waste, and Abuse

Despite a history of abuse in its disaster assistance programs,
FEMA has not established an environment in which employees
understand fraud prevention to be an integral part of the agency’s
mission.

The Federal Managers’ Financial Integrity Act of 1982 requires
that each executive agency establish internal accounting and
administrative controls that safeguard funds against waste, loss,
unauthorized use, or misappropriation.’ Office of Management
and Budget (OMB) Circular A-123 states, “Management has a

P.L. 97-255 (codified as amended at 31 U.S.C. §3512).
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fundamental responsibility to develop and maintain effective
internal control. The proper stewardship of Federal resources is an
essential responsibility of agency managers and staff.... Programs
must operate and resources must be used consistent with agency
missions, in compliance with laws and regulations, and with
minimal potential for waste, fraud, and mismanagement.”’

Despite these requirements, FEMA’s programs remain susceptible
to waste, fraud, and abuse. The GAO testified in June 2006 that
as of February 2006, about 16% of FEMA payments to applicants
for individual assistance following hurricanes Katrina and Rita
were improper and potentially fraudulent.® DHS’ in-house
analysis reported an estimated improper payment rate of 8.56%
through March 1, 2006, and could not explain the discrepancy
between its and GAQ’s assessments.” In December 2006, GAO
testified that “FEMA continued to lose tens of millions of dollars
through potentially improper and/or fraudulent payments” and
that “FEMA’s difficulties in identifying and collecting improper
payments further emphasized the importance of implementing an
effective fraud, waste, and abuse prevention system.”'° DHS and
FEMA stated in the DHS Annual Financial Report for FY 2008
that the IHP was known to be at “high risk” for improper
payments.

Improper payments did not begin with catastrophic storms that
struck the Gulf Coast in 2005. The U.S. Senate Committee on
Homeland Security and Governmental Affairs (Senate
Committee) uncovered payments for fraudulent claims, wasteful
spending, and ineffective management and internal controls
following the four hurricanes that struck Florida in 2004.""

FEMA staff said that individual assistance is a complicated
program, made more difficult by pressures imposed by politics
and senior officials. Business rules are set for each disaster, and
fraud is minimized when these rules and normal procedures are
followed. However, staff told us that after disasters strike, they
often receive instructions from senior management to change the

" OMB Circular A-123, Management’s Responsibility for Internal Controls, 1. Introduction.

¥ Hurricanes Katrina and Rita Disaster Relief: Improper and Potentially Fraudulent Individual assistance
Payments Estimated to Be Between $600 Million and $1.4 Billion (GAO-06-844T), June 2006.

’ DHS Performance and Accountability Report, FY 2006.

' Hurricanes Katrina and Rita Disaster Relief- Continued Findings of Fraud, Waste, and Abuse (GAO-
07-252T), December 2006.

" Hurricane Katrina: A Nation Still Unprepared, Special Report of the Committee on Homeland Security
and Governmental Affairs, United States Senate, S. Rept. 109-322, 2006.
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agreed-upon rules for the event or establish new procedures,
resulting in employee mistakes and an increased risk of fraud.

Improper payments result from fraud, human error (e.g., data
entry errors by FEMA employees), mistake (e.g., recipient is
ineligible because of insurance, or the damaged home is not the
recipient’s primary residence), and inadequate internal controls
(e.g., recipient’s ownership of home is not verified).

Agency Culture Promotes Assistance

We interviewed more than 20 mid-level and senior managers at
FEMA. They uniformly described the “FEMA culture” as one in
which the mission was to get assistance to people as quickly as
possible. Staffers told us:

“The focus is to get money out to people who need it;”

e “The culture is to tout how many dollars have been given
out;”

e “The FEMA attitude is to simply pay the people;”

e “The FEMA philosophy is to accept and encourage all
applicants;” and

e “FEMA begs people to call and apply, even if they are not

sure they are eligible.”

Employees involved in the individual assistance programs have
not been instructed to be alert to fraud. One employee who
assisted applicants for assistance sometimes made telephone calls
to verify suspicious information provided by applicants. Her
supervisor told her to stop looking for fraud. Other interviewees
confirmed that it was not the caseworker’s job to look for fraud
when reviewing information provided by applicants.

Some senior officials assert that FEMA cannot quickly assist
disasters survivors and be fiscally responsible. The Senate
Committee quotes Michael Brown, then the Director of FEMA,
saying in 2005, “Among the many challenges we face when
responding to disasters, the most difficult often involves
balancing the tradeoff between ensuring a timely and effective
response to those in need, and the responsibility to protect the
fiscal responsibility of the program. It is a classic competing
tension between the provision of immediate disaster assistance
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and administrative perfection. As you move closer to one, you
move farther away from the other.”'?

When we were engaged in fieldwork on another report in early
2010, a senior Individual Assistance official told us that there
were three ways to do things—*“quick, right, and cheap”—and
that FEMA could do only two at a time.

In its report, the Senate Committee rejected the position that the
government cannot both protect taxpayers and respond effectively
to the urgent needs of disaster victims. We agree with the Senate
Committee’s assessment.

Fraud Prevention Must Become Part of FEMA’s Mission

FEMA'’s leaders must take visible, substantive, continual steps to
demonstrate the importance of fiscal responsibility and program
integrity. “Instilling a strong ethical culture and setting the
correct1t30ne at the top are essential elements in preventing
fraud.”

FEMA'’s Chief Financial Officer (CFO) told us that “the test for
success shouldn’t be ‘get the money out the door.”” He stated that
the Administrator does not believe that mission focus and
financial accountability are mutually exclusive, and asserted that
senior leadership understand the importance of financial
accountability. The challenge will be to communicate this
message throughout FEMA, which will require a sustained, long-
term effort.

According to one official, a July 2009 memo from the FEMA
Administrator to senior management emphasizing the need to
improve internal controls had no tangible effect on disaster
assistance programs, but did lead to placing FPIB under the
Office of the Chief Security Officer.

Senior officials advised us that another memorandum was being
prepared for the Administrator’s signature that would stress the
importance of FEMA-wide antifraud efforts. This memo was

12 Written statement of Michael Brown, then-Director, FEMA, for the U.S. Senate, Committee on
Homeland Security and Government Affairs, hearing on FEMA’s Response to the 2004 Florida
Hurricanes: A Disaster for Taxpayers?, May 18, 2005, pp. 5-6. (The title of the head of FEMA was
changed from “Director” to “Administrator” in the Post-Katrina Emergency Management Reform Act of

2006, 6 U.S.C.§701.)

" Institute of Internal Auditors, International Professional Practices Framework.
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presented to us as an important piece of an effort to increase fraud
prevention throughout the agency. However, the brief memo,
issued on January 7, 2011, fails to mention FPIB, FEMA’s history
of improper payments, or the susceptibility of FEMA’s programs
to fraud. The memorandum is attached as Appendix D.

FEMA fraud prevention activities to date include:

e A briefing for the Administrator on fraud prevention plans;

e A briefing by the Administrator to regional directors about
FPIB;

e The reorganization of the Office of the Chief Security
Officer, which now includes a Fraud & Internal
Investigation Division; and

o  Weekly Administrator briefings by the Chief Security
Officer, which include discussions of fraud issues.

FY 2011 FEMA fraud prevention plans include:

e Meeting with division directors about the importance of
combating fraud in their programs;

e Meeting with National Processing Service Center (NPSC)
leaders on increasing fraud prevention and deterrence
activities;

¢ Increasing the visibility of fraud prevention efforts; and

e Carrying out an initiative to evaluate each FEMA program
to enhance antifraud measures.

Alignment of the Fraud Branch

FPIB now reports to the OSCO; however, the Chief Security
Officer does not report directly to the Administrator. Figure 7
depicts the current FEMA organizational chart and FPIB’s
placement within the agency. Other federal agencies that provide
direct benefits to individuals have established offices with the task
of preventing fraud in their agency’s programs that report directly
to the program administrator. FEMA should follow their example.

For example, the Department of Health and Human Services has
established a Center for Program Integrity that reports directly to
the office of the Administrator of the Centers for Medicare and
Medicaid Services, and whose head is a deputy administrator and
director. The Center for Program Integrity is the focal point for
all Medicare and Medicaid program integrity, fraud and abuse
issues, and performs the following functions:
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e Identifies and monitors program vulnerabilities;

e Recommends modifications to programs and works with
program officials to affect changes;

e Collaborates with the legislative office on the
development and advancement of initiatives and
improvements to deter, reduce, and eliminate waste, fraud,
and abuse;

e Oversees all interactions and collaboration with key
stakeholders relating to program integrity for the purposes
of detecting, deterring, monitoring, and combating fraud
and abuse; and

e In collaboration with others in the Department of Health
and Human Services, develops and implements a strategic
plan to carry out the program integrity mission and ensure
that program vulnerabilities are identified and resolved.

At the Department of Labor, an Internal Control Office, which
reports directly to the Deputy CFO, performs annual assessments
of internal controls for financial systems, and reports on improper
payments. At the Small Business Administration, the Offices of
Internal Control and Performance Management report to the CFO.

The Social Security Administration Office of Quality
Performance reports to the Office of the Administrator, and the
Office of Quality Review within the Office of Quality
Performance evaluates the quality of Social Security
Administration operations with emphasis on preventing program
and systems abuse, eliminating waste, and increasing efficiency.

FEMA officials have been resistant to program changes because
changes may interfere with their ability to promptly provide
assistance to disaster survivors. Though we acknowledge their
concerns, FEMA must do more to deter and prevent fraud and
reduce the risk of improper payments. Realigning FPIB to report
directly to the Office of the Administrator will demonstrate a
renewed commitment to fraud prevention agency-wide.
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Appendix B
Management Comments to the Draft Report
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Appendix B
Management Comments to the Draft Report
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procedures for adding information to NEMIS for caseworkers to view, (3) procedures to export data
to our vendor; (4) import procedures for data returning from the vendor, and (5) changes to our
Interactive Voice Response (IVR) system to help applicants through our self service module.
Because these processes were largely done outside of the existing NEMIS architecture, we were able
to deploy the changes rapidly and without the disruptions noted above.

Based on the above factors, we believe the implementation of quarterly releases would be
unnecessarily disruptive and would add costs without significantly improving our already
strengthened position to prevent waste, fraud and abuse. Since Hurricanes Katrina and Rita, we have
implemented a significant number of controls, as noted by GAO in Final Report 09-671 on Fraud
Prevention Efforts in Hurricanes Gustav and Ike, in which GAO stated that ‘FEMA has significantly
improved its fraud prevention controls over disaster assistance.’

Recommendation 8: Require the Internal Control Board to assess and govern internal controls
across FEMA, including all Individual Assistance, Public Assistance, and Mitigation Programs, and
to identify and implement improvements on a quarterly basis.

FEMA response: FEMA concurs with the recommendation. The Internal Control Board (ICB) co-
chaired by the Deputy Administrator and the CFO is scheduled to meet quarterly in FY 2011. The
ICB has focused on Grant Management. Additionally, the ICB has discussed and been provided
updates on the Improper Payment Information Act (IPIA) requirements which test improper
payments. The IPIA testing is beginning to move towards quarterly testing of several of its
programs and will eventually test all payments quarterly. The ICB has also been updated on CFO
efforts to establish a consistent Internal Control process that supports the Agency’s Assurance
Statement memorandum.

Recommendation 9: Order the recoupment of improper disaster assistance payments to begin no
later than April 1, 2011.

FEMA response: FEMA concurs with the recommendation and requests that it be closed. FEMA
has started its new recoupment process. On March 15, 2011 FEMA published the intent to proceed
with recoupments in the Federal Register at http://edocket.access.gpo.gov/2011/2011-6036.htm. On
March 16, 2011, FEMA commenced recoupment by sending out notices of debt letters (NODs),
starting with the most recent debt first.
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Appendix C
Fraud Prevention and Investigation Branch Case Flowchart

Other National FEMA Other
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Outside
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FPIB Finalizes Report
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No Action Warranted
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FEMA Office of Chief
Counsel for civil action

Source: DHS-OIG analysis of FEMA provided data.
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Appendix D
January 2011 Administrator Fraud Prevention Memorandum

U.S. Department of Homeland Security
Washington, DC 20528

.I..esfn-l.?i'é'. :
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& FEMA
T
January 7, 2011
MEMORANDUM FOR: Il FEMA Employees
FROM: . Craig Fugate
‘Administrator
SUBJECT: FEMA's Efforts to Combat Disaster Fraud

On July 22, 2010, President Obama signed into law the Improper Payment Elimination and
Recovery Act, which is aimed at intensifying efforts to eliminate payment error, waste, fraud, and
abuse in major programs administered by the Federal Government by $50 billion between now and
2012. The Federal Emergency Management Agency (FEMA) provides disaster relief to families and
communities to rebuild from a disaster; however, it must be limited to those who have truly suffered
losses. Fraudulent claims take taxpayer money away from those truly in need of assistance and
weaken the Federal Government’s ability to provide support.

As an Agency, we are making progress in detecting and preventing disaster fraud through our fraud
prevention training and strengthening of our program controls. However, we still have more work to
do. Itis the responsibility of every member of the FEMA team to be vigilant in preventing and
reporting improper payments and other forms of waste, fraud, and abuse. Our good stewardship of
taxpayer dollars will ensure that we can be fully responsive to the needs of the American people
before, during, and after a disaster.

Information on additional fraud prevention training will be forthcoming.

For additional information or to report fraud, waste, or abuse, email stopfemafraud@dhs.gov or call
FEMA'’s Fraud Hotline number at 1.866.223.0814,
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Appendix E
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Donald Bumgardner, Director

Philip McDonald, Audit Manager
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Appendix F
Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

Deputy Chief of Staff

General Counsel

Executive Secretariat

Director, GAO/OIG Liaison Office

Assistant Secretary for Office of Policy
Assistant Secretary for Office of Public Affairs
Assistant Secretary for Office of Legislative Affairs
Under Secretary for Management

FEMA Audit Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees, as
appropriate
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






